
NISCC Technical  Note 05/02: 
Understanding Intrusion Detection Systems

Background

This NISCC technical note is intended as an introduction to Intrusion Detection Systems (IDSs), but also explores possible security
features of  IDSs and their current state of  implementation. It is vendor-independent and does not discuss features available on
particular IDSs. The intention of  the paper is to increase technical awareness about IDSs and to enable potential purchasers in
determining the security features of  IDSs most appropriate to their networks. The note is aimed at managers and security officers in the
organisation who wish to inform their decisions on the choice of  IDSs that available, and the impact of  those choices. A checklist is
provided at the end of  this note.

Summary

1.    Given the options available, it is clear that there are a large number of  possible types of  IDSs, some more useful than others at
detecting intrusions from particular classes of  attackers. Each combination of  options will have its own advantages and disadvantages.
Currently most commercial IDSs are signature based because the accuracy of  anomaly detection systems is not sufficiently high given
the additional complexities associated with implementing anomaly detection. Statistical inference techniques in misuse detection are not
yet widely deployed in commercial systems.  

2.    A current problem with many network based and network node IDSs is the fact that they do not capture (sufficient) packet data in
order to corroborate an alert. One solution would be to implement a circular buffer in memory that is written to disk when an alert is
issued by the IDS.

3.    Nevertheless, despite the lack of  maturity of  intrusion detection and difficulties with corroboration, there a number of  commercial
and open source intrusion detection systems currently available, as well as a smaller number of  anomaly detection systems. Provided
that it is accepted that the IDS will not capture all intrusions, that it may interpret legitimate traffic as an attack, and that it will require
attention (training or tuning) to maintain its usefulness, then IDSs can be an important part of  an organisation’s computer security
strategy.

4.    A useful measure for testing the effectiveness of  the IDS is the percentage of  attacks it identifies and misidentifies from traffic
that contains a known number of  attacks, such as a scan from a vulnerability scanner. Massachusetts Institute of  Technology (MIT)
have collated a sample based on real network data and have performed a bake off  of  IDSs, eg [1]. 

Introduction

1.    This note is not intended to be exhaustive in its coverage. The following URLs link to papers   that provide alternative or more
detailed coverage: 

http://www.sans.org/newlook/resources/IDFAQ/ID_FAQ.htm

http://csrc.nist.gov/publications/nistpubs/800-31/sp800-31.pdf

http://online.securityfocus.com/infocus/1524

http://online.securityfocus.com/infocus/1534

http://online.securityfocus.com/infocus/1544

http://online.securityfocus.com/infocus/1553

http://online.securityfocus.com/infocus/1569

2.    It is possible to define an intrusion as “any set of  actions that compromise the integrity, confidentiality or availability” [1] of  a
resource. This definition captures the notion of  an intrusion as being a deliberate security violation, although it is arguable that
unintentional unauthorised access would also count as an intrusion. In the context of  this note, intrusion detection is the detection of
intrusions against computer systems.

3.    An IDS is like burglar alarm for computer systems and networks. The function of  an IDS is to detect intrusions and alert system
administrators. It is not the purpose of  an IDS to stop attacks: that is the function of  a firewall. Instead IDSs provide a check that the
firewall is enforcing the organisational security policy, detect internal misuse and correlate attacks over a number of  different sources
and locations. It should be stressed that intrusion detection is currently not a mature technology. There is an ongoing research effort in
the academic community into intrusion detection. In practice this means that the burglar alarm may alert when there is no intrusion and
sometimes it will not alert when there is an intrusion.

4.    The scope of  this note is restricted to intrusion of  detection. Alternative approaches are limiting the exposure of  the system to
attack and limiting the impact of  attacks. Building dependable systems and network infrastructures are the subject of  ongoing research
[2]. This research will not be discussed further in this note.

5.    This note aims to help with understanding the types of  intrusion detection systems that have so far been implemented in
commercial or research systems. There are three sorts of  classification, namely by:

Techniques used

 Domain of  applicability 

 Type of  attacker  

Techniques Used

6.     Intrusion detection systems come in two broad categories: those that search for predefined patterns and those search for unusual
or anomalous patterns. The former type is commonly called misuse detection, while the latter type is known as anomaly detection. (It
should be noted that “misuse” is often associated with abuse of  privilege by authorised users, but “misuse detection” has a more



general connotation.)

7.     The techniques used to implement intrusion detection systems include:  

Technique Misuse or Anomaly detection
Signature based detection Misuse detection
Protocol analysis Anomaly detection
Statistical inference Misuse and Anomaly detection
Detection via a machine learning process Anomaly detection

Signature Based Detection

8.     Rule based detection is the simplest to characterise of  the intrusion detection techniques. A pattern or signature is used to identify
an item of  data as indicative of  an intrusion. In practice this means that the data items are examined against attack signatures. An
example of  an attack signature is given below in an informal pseudo code notation (in bold) for the buffer overflow in Microsoft’s IIS
web server that was used to spread the Code Red worm. This signature indicates that any application level data packet web address
(URL) which contains a request for the default.ida file with the “NNN…” parameter value is characteristic of  the Code Red worm and
issues an alert accordingly.

IF (Protocol= “TCP”) AND (destination_port=web_port) AND URL CONTAINS “GET /default.ida?
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNN” THEN ALERT(“MS IIS ISAPI buffer overflow – Code Red”) [3]

9.     Signature based detection techniques tend to be fairly simple to formulate and are easy to add to the rule set of  the IDS.
However, attackers can often obfuscate their attack (eg by using Unicode encoding in URLs or producing a syntactically distinct
expression that has the same effect). Signature based IDSs are also prone to misidentifying intrusions, since it is possible that the
signature will also correspond to legitimate traffic. Signature based detection is also not adaptive: from a set of  attacks of  a similar
types (eg buffer overflow attempts), the IDS will not be able to detect an instance of  that attack for which it does not have a
signature.  

Protocol  analysis

10.   Another technique that is sometimes employed for network data is protocol analysis, namely analysis of  the data against a model
for the correct and expected operation of  the network protocol used. Protocol analysis is therefore used to determine incorrect or
unexpected behaviour. Protocol analysis has the advantage that it does not rely on attack signatures, but it is limited by the
completeness of  the model at describing normal behaviour for the protocol and is vulnerable to an attacker making an intrusion look like
expected behaviour.  

Statistical  Inference

11.   Statistical inference is a common technique for detecting abnormalities in patterns. For example, a significantly larger than
average data flow inbound to a network may indicate an attempted denial of  service attack, while a gap in a log that is statistically
significant may indicate deletion of  records. A possible use of  statistics in misuse detection is in pattern analysis: it is possible to
analyse noisy patterns in a data set by looking at the amount of  noise it is possible to permit for the search algorithm to be efficient
[4]. Statistical inference can also be used in machine learning based IDSs (see below) to determine deviations from “normal behaviour”.

12.   Statistical inference tends to work best on aggregated data, and can be a very effective tool, especially in conjunction with
visualisation tools. However, statistical inference is only as good as the statistical model employed and may be difficult to achieve in real
time if the statistical property being tested requires extensive calculation or analysis.  

Machine Learning

13.   Machine learning is the name given to the research programme in Artificial Intelligence to enable computers to learn how to
perform tasks. Currently there are two main approaches to machine learning in use:  

Neural networks  

Rule based learning  

14.   Neural networks are networks which aim to emulate brain function by altering the strength of  and nature of  the connections in the
neural network depending on a data set that the network is given to train from. Neural networks have been used very successfully for
human voice recognition and have been used in intrusion detection by training on a “normal” set of  data. However, neural networks
have the significant disadvantage that it is difficult to provide a reason for their classification of  an event as anomalous.

15.   By contrast, rule based machine learning is an attempt to overcome the problem that the logic of  a neural network’s decision
making is hidden. Rule based learning attempts to capture the normality or otherwise of  a data set by an evolving set of  rules or
hypotheses. Rule based machine learning incorporates logic programming and statistical inference techniques. Logical inferences can also
be used to update the rules’ database based on generalisations from the evidence. Techniques from statistics can be used to determine
deviations from “normal behaviour”, while the evidential support criteria suggested by Bayes’ theorem have been employed in at least
one research IDS [5].

       In 16.    In contrast to signature based intrusion detection and statistical inference, machine learning approaches tend to be complicated to
implement, and implementations are mostly within the academic and research communities. On the other hand, machine learning
approaches are designed to adapt to new attacks. Unfortunately machine learning techniques also misidentify legitimate traffic as an
attack, which reduces their advantages over signature based detection.

Domain of Applicability

            17.    There are three types of  intrusion detection system classified by source of  the data that they process. They are as follows:



Network based intrusion detection

Host based intrusion detection

Network node intrusion detection

Network Based Intrusion Detection

18.    Network based intrusion detection is detection of  attacks in network services, such as SMTP (email) or HTTP (web). Attacks of
this kind are common, especially given the internet and extranet connectivity of  many organisations.

19.    Network based IDSs employ sensors that listen to the network segments of  the network and report to a central management
console which is typically used for analysis and reporting. Network sensors can be implemented on routers by means of  additional cards.
One sensor will be needed for each network segment if the packets are routed to the segments by a switch (unless the switch allows
traffic on the same virtual local area network to be copied to a mirror Switch Port Analyser port).

20.    A number of  network based IDSs can block attackers’ IP addresses via the network firewall. Blocking IP addresses can be
effective if the IP address is involved in an attack. To implement IP blocking a low false positive rate is needed. Moreover, if IP blocking
is used, attackers may be able to deny service to a legitimate IP address by spoofing hostile traffic with that IP address.

21.    While network based IDSs are often effective at detecting network attacks, they cannot analyse encrypted packets and recent
IDS’s are prone to drop packets at rates above 70 MBits/sec. In addition, some network based IDSs do not capture all packets relevant
to the attack, so that it is not possible to verify that the attack is not legitimate traffic.

Host Based Intrusion Detection

22.    Host based intrusion detection analyses activity on a particular computer by analysing the operating system and application logs,
generally in near real time.

23.    Host based IDSs employ sensors on each computer on which intrusion detection is required, typically sending data to a central
analysis and reporting console. It is advisable to install a host based IDS on each host that provides an essential service to the
company or that is used to store sensitive data. Examples would be mail and web servers in the De-Militarised Zone (DMZ) and file and
application servers on the internal network.

24.    An interesting type of  host based IDS is one which analyses the behaviour of  an application (eg by forming a model of  its system
calls). Attacks can often be identified by unusual application behaviour, eg by a different set or different pattern of  system calls.

25.    Host based IDSs are very good at detecting intrusions on a particular host and for recording details of  the intrusion. They do not
in general contain information on the origin of  the attack.

Network node intrusion detection

            26.    Network node intrusion detection is network intrusion detection that only analyses traffic to or from one particular host. The
deployment of  network node IDSs is therefore the same as for host based IDSs, but the attack types that the IDS identifies are related
to network attack.

            27.    Because they report on network attacks relating to a host, network node IDSs can be combined with a host based IDS to provide
greater information on the cause of  the attack. Network node IDSs require a security policy that identifies security critical hosts on the
network (eg web servers, domain controllers), and as such have a different emphasis to network based IDSs.

            28.    The ideal IDS would include both host based and network or network node intrusion detection.  

Type of Attacker

            29.    The type of  IDS is also determined by the type of  attacker that an IDS needs to identify. Broadly there are two types of
attacker:

External attackers

Legitimate system users  

External  Attackers

30.    To identify attacks by external attackers, it is important to have adequate physical and personnel security measures in place and
to have a firewall controlling all remote electronic access. The firewall should be configured to log all probes and unexpected traffic. A
network based intrusion detection sensor could be placed on the external side of  the firewall if the potential level of  threat were
important. It is more common, however, to place a network based intrusion detection sensor on the internal interfaces to the firewall
(including any De-Militarised Zones (DMZs), where mail servers and web servers are typically located). The sensor would report detected
intrusions to the management console, which would alert the system administrator.

31.    It is also important to have host based operating systems sensors in place for any computers that are exposed to the external
network. The reason for this is that if the network based intrusion detection sensors fail to detect an attack from the analysis of  the
network traffic, vulnerabilities in the network services offered could lead to arbitrary code being executed on the host offering the
vulnerable service.

Legitimate System Users

32.    Legitimate system users may misuse their privileges to gain access to data to which they are not permitted access, modify or
corrupt data, cause the system to crash or otherwise violate the terms of  the system security policy. It is much harder to counter the
threat from system users than from external attackers. It is essential to have good procedures for personnel security so that the level
of  trust appropriate to the user can be identified. It is recommended that the system security policy permits monitoring of  email, web
and other network services offered by the organisation. From a technical perspective, one can then pass internal network traffic through
content filtering programs in order to identify abuses of  the system security policy.



33.    One useful technique is to assign profiles to users. There are two ways of  doing this. One way would be to define security access
groups or roles and to use a host based intrusion detection system to detect violations of  the security access policy. Another approach
would be to define activity profiles for users or types of  users. For example, individual A may usually get in at 9:00am, log in to server
X, perform some word processing and go home at 5:00pm, while individual B may come in at 10:00am, log into server Y, perform some
software development and go home at 8:00pm. If  A were to log on to server Y at 10:00pm , this activity would be doubly anomalous
in terms of  time access and server accessed. For profiling of  this kind host based intrusion detection sensors and/or audit logs could
also be used, for which a machine learning IDS would be suitable as it could be calibrated against each user profile.

34.    Network based intrusion detection systems also have a role to play in detecting misuse by legitimate system users, especially in
detecting denial of  service attacks, but host based IDSs tend to be more useful because the individuals will already have users accounts
on the computer system.  

Protecting the IDS

35.    IDSs themselves are often the target of  attack because it is in attackers’ interest to prevent detection of  attacks. For this reason
the operating systems on which the IDS run, and the operating system of  the data collection unit and the management console, should
be hardened as far as possible. Logging of  events should be piped via a point to point connection to a logging server. Furthermore, in
the case of  a network based IDS, it is often advisable to deploy a passive tap that listens on the network without producing network
traffic of  its own, thus being detectable by network monitoring software.

Checklist

36.    A checklist of  the issues raised in this note are listed below.  

Is the main threat from outside or in? [Emphasis on network or host based IDS respectively]

Do you offer network services outside your organisations? [Emphasis on network based IDS]

Do you have a switched network? [Emphasis on network node IDS]

Is the IDS signature based?

Does the vendor supply regular signature updates? [If signature based IDS]

Can you write your own signatures? [If signature based IDS]

Does the IDS perform misuse detection or anomaly detection?

How well does the IDS perform on a well-known sample of  test data?

How much tuning does the IDS require?

Can you tune out persistent false alarms? [If misuse detection IDS]

How much training does the IDS require? [If anomaly detection IDS]

How much packet information does the IDS store when it identifies an event as an incident?

Does the IDS offer host and network based intrusion detection?

Can the IDS be integrated with firewalls and routers to provide a centrally managed solution?

Can the IDS correlate across hosts? [If host based IDS]

Does the IDS block intrusions?
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