
Insider Risk Mitigation Framework

OFFICIAL

Board Engagement & Governance
Positive and visible Board level support for, and engagement with, protective security is vital to demonstrate to staff

the value placed on security and the insider threat strategy.

A Board member should have overall responsibility for protective security. They should be regularly engaged

with key stakeholders from the insider threat programme and have a firm understanding of the risks the

organisation faces.

A non-Executive Director should act as an independent champion for personnel security matters and the

insider threat programme.

Existing Products
Beginners
Passport to Good Security

Protective Securtiy Management Systems (PSeMS)

Leadership & Governance videos - key messages

HoMER Executive Summary

 

 

 
Security Professionals
HoMER - Holistic Management of Employee Risk

Personnel Security Maturity Model

Protective Securtiy Management Systems (PSeMS)

5 E's to Behaviour Change

NCSC Cyber Security Toolkit for Boards

Insider Case Collection Study

SeCuRE - Management Level Survey

Secure Business

ACET - Asset Cost Estimation Tool: For access, please contact us via our enquiries form.

1.

https://www.npsa.gov.uk/managing-my-asset/leadership-in-security/board-security-passport
https://www.npsa.gov.uk/protective-security-management-systems-psems
https://www.npsa.gov.uk/leadership-and-governance
https://www.npsa.gov.uk/resources/holistic-management-employee-risk-homer-executive-summary
https://www.npsa.gov.uk/resources/holistic-management-employee-risk-homer-guidance
https://www.npsa.gov.uk/personnel-security-maturity-model
https://www.npsa.gov.uk/protective-security-management-systems-psems
https://www./resources/embedding-security-behaviours-using-5es
https://www.ncsc.gov.uk/collection/board-toolkit
https://www.npsa.gov.uk/resources/insider-data-collection-study-report-main-findings
https://www.npsa.gov.uk/secure-4-assessing-security-culture
https://www.npsa.gov.uk/secure-business
https://www.npsa.gov.uk/contact

