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Security In Cyber
Investigations




For this lesson you will need the following
programs to follow the technigues described

ARecuva
ACcleaner
AFawkes


https://bit.ly/2FnhhlC

Security in Cyber
Investigations

As operators you need to be aware of how people will operate and what steps people
gAftt GF1S AY 2NRSNJ 02 KARS UKSANI 0NY O .
leaving footprints out on the internet that can;

1. LRSYUATEe @2dzONB Iy AYyiGSt{ftA3ISYyOS 2FFAC
2. Lead people back to your work, family and real life

This module will equip you with the tools to become and stay anonymous on the
Internet and provide tradecraft to what you do and how you operate.

In addition by understanding personal digital security for ourselves we better understand
what steps our targets need to take to leave no digital shadow that can be traced back to
their true identity.



Consideration

_Consider your current Online Footprint.

What areas as a privat€ ¢ zado yotcurrently leave an online presence, a digital
footprint, a breadcrumb of your identity?

And

What areas as an do<you currently leave an online
presence, a digital footprint, a breadcrumb of your identity?

And

What areas does yousr leave behind that you can exploit to identify, track and
trace them?
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NEVER allow Work and
Personal Online Space to
connect, consider :

A Accounts
A Connection
A Devices

A Activity
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Areas for consideration in Digital
security

Immediate vicinity risks,
exposed by own actions and
against devices carried

Near vicinity risks exposed
by signals transmitted from
devices and passage of data
transmitted by devices also
tracking of the individual by

activity they conduct

Far vicinity risks exposed b)b
activity within the internet,
social media posts, cloud

storage, covert activity etc.




Areas of Activity of risk

Activity connected to Activity connected Activity conducted whilst
the Individual to devices used accessing the internet












Be mindful of the third eye

AlIf working anywhere outside your secure office premises
consideration should be given to who can see what on your
screen

AConsider use of privacy screens on laptop and desktop
devices

AN K22aS 6KSNBE @&2dz aAld 02 LINEB!
Alf working from home, hotel room etc sit with your back to a
wall

APrevent casual view from family members;workers if
working onsensitivematerial.



I\

Vd

- NBY Qi

ENns

effective!

&,
. -
O
)
>
O
v
=
.
al

<3 ﬁ o -
. Py e e H....”.rﬂ.». rl..» .Hs
i 1 Jf b Eh e ;

"r “: .I” Q@ e o4 &l P/
) ‘@] @1 | @ mi| &) m\| m}| ml\
= @) s = e o] e @i\ ol
J @) il =t e ey en] ma| s el

~







Hardware Security




Personal Security

Hardware Security

AWhen deploying we need to be aware of hardware security and
adversaries who may have physical access to our devices.

AHardware security is largely weak on client devices.

AWe want to:
APrevent theft.
APrevent tampering.



Personal Security

Preventing Theft

ACarry devices in not so obvious carriers.

APhysical locks can be installed to prevent snatches.
AUse of hides in covert premises

ADon®@leave devices in cars.

ACommonsense.



Personal Security

Preventing Tampering

ATampering of a device is a major possibility when
travelling.

ANot just limited to travel:
AUnattended offices.

AWith the right amount of money and resource most
tamper proof technology can be defeated



Personal Security
Preventing Tampering

Russia 'spied on G20 leaders with USB sticks'

Russia used complimentary "Trojan horse' pen drives to spy on delegates at G20
summit, it has been reported

e -
ces were given to foreign delegates, including heads of state, at the summit near St Petersburg, according t

By Nick Squires, Rome, Bruno Waterfield in Brussels
and Peter Dominiczak




Personal Security

Preventing Tampering

AWhen forced to leave a device at say customs or in hotel room we
need to be aware of physical tampering.

ASpecifically:
AForensic imaging copying contents of your device.
AHardware implantg Modifying the hardware (think keyloggers).
AEvil Maids; People installing software to defeat encryption.



Personal Security

Preventing Tampering

ADon@travel with unnecessary technology or information.
ATake a bare install build of a device with you.
AClean disc, minimal software.

ATry and get your information somewhere else (@n
carry it, try downloading it).

AWipe hardware when returning.



Personal Security

Preventing Tampering

AUse seals to identify if a device has been tampered with.
ASeals can be hardware based (expensive).
ASeals can be stuck on (void if removed).

Alf youcantuse proper seals use stickers across vulnerable parts such
as screw holes.

Alf no stickers available use glitter nail polish and photograph.
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Counter Forensics
Encrypting Devices



I @(r Personal Security, Data Encryption and Device
security

Whatever Device or Data we have with us needs to be
protected either through software / hardware
encryption or physical tamper protection



Personal Security

Encryption of Device and Traffic

Imagine if your mobile phone / Tablet or Laptop was lost or stolen, what personal data is held on it ’

Photos
Messages
Social Media Accounts
Emails
Passwords
Sensitive Information
Financial Details
Location Details

All of these details = YOUR IDENTITY, or the beginning of somebody else new Identity !



Personal Security

Encryption of Device and Traffic

Why ?

All of the emall accounts, passwords, browsing history, and home

address information stored in your p
It a onestop shop for identity theft.
unencrypted files even without your
VSI NI e2dz AY LJdzo

none /tablet or laptop makes
Remote snoopers can grab

Knowledge simply by walking
f AO®P 2 A0K SYyOl

random and meaningless data.



Personal Security

Encryption of Device and Traffic
Most mobile and Computer devices will allow for Device Encryption

Device encryption helps protect your data by encrypting it. Only someone
with the right encryption key (such as a password) can decrypt it.

Use 256bit AES Encryption software sucBidscker(Windows 10 Pro),
FileVaulfMacOg, VeraCryptAxCrypt DiskCryptor


https://www.veracrypt.fr/en/Downloads.html
https://diskcryptor.net/wiki/Main_Page
https://www.axcrypt.net/

Secure USB Drive

AWhat is a Secure USB Drive ?
AData Security

AW
AW
AW

nat

nat

AExam

Ny use a Secure USB Drive to store data ?

evels of Security do | need ?
_evel / Type of Encryption ?

nles of Risks caused by not using Secure USB Drives



AWhat is a Secure USB Drive ?

Wi ' RNAOGS OGKIFIO ad2NBa SYONERLIISH
onboardCryptochip third-party encryption software or the software that come:
with the drive. In all cases, the Hardware / software is configured to encrypt

RIFGF 0ST2NB gNAOGAY3T G2 GKS RNJ

ASoftware Encryptio Slow but affordable (Bit Locker, VeraCrypiskCryptor
AHardware Encryptioq Fast but Expensive (Self Destructing / Overwriting Dat



Secure USB Drive

AWhat Level / Type of Encryption ?
AAIl Should now be AES26@56bit Advanced Encryption System

FIPS (Federal Information Processing Standard)
- 256 bit or better
- As Level 1 + Evidence of Physical Tamper

°| ;¢ As Level 2 + Strong Physical enclosures and response to Tamper.
(Plaintext Zeroed)

- /¢ As Level 3 + Tamper Protection and Immediate deletion of data,
Environmental protection (Protected circuitry) (Destruction of components on
removalg such as chip off)



Counter Forensics
Wiping Devices



Personal Security

Hard Drive Wiping

Formatting a hard drive will not erase the data, it removes the link within the index, or makes the data
apparently Invisible.

THE DATA REMAINS ON THE HARD DRIVE
Data Recovery Software may return Formatted data to a viewable format
Data Destruction Software is required to completely clean the hard drive of Data

DBAN Uses its own Operating System outside the target device and can be used on any system,
windows or Mac etc


https://sourceforge.net/projects/dban/

Before we wipe hard drives we should know
what Is on It!



