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For this lesson you will need the following 
programs to follow the techniques described
ÅRecuva

ÅCcleaner

ÅFawkes- https://bit.ly/2FnhhlC

https://bit.ly/2FnhhlC


Security in Cyber 
Investigations

As operators you need to be aware of how people will operate and what steps people 
ǿƛƭƭ ǘŀƪŜ ƛƴ ƻǊŘŜǊ ǘƻ ƘƛŘŜ ǘƘŜƛǊ ǘǊŀŎƪǎ ŀƴŘ ŀǎ LƴǘŜƭƭƛƎŜƴŎŜ ǇǊƻŦŜǎǎƛƻƴŀƭǎ ȅƻǳ ŎŀƴΩǘ ōŜ 
leaving footprints out on the internet that can;

1. LŘŜƴǘƛŦȅ ȅƻǳΩǊŜ ŀƴ ƛƴǘŜƭƭƛƎŜƴŎŜ ƻŦŦƛŎŜǊ ƛƴǾƻƭǾŜŘ ƛƴ ŎƻǾŜǊǘ ƻǇǎ
2. Lead people back to your work, family and real life

This module will equip you with the tools to become and stay anonymous on the 
internet and provide tradecraft to what you do and how you operate.

In addition by understanding personal digital security for ourselves we better understand 
what steps our targets need to take to leave no digital shadow that can be traced back to 

their true identity.



Consider your current Online Footprint.

What areas as a private ΨǳǎŜǊΩ do you currently leave an online presence, a digital 
footprint, a breadcrumb of your identity? 

And

What areas as an ΨLƴǘŜƭƭƛƎŜƴŎŜ proffessionalΩ do you currently leave an online 
presence, a digital footprint, a breadcrumb of your identity? 

And

What areas does your target leave behind that you can exploit to identify, track and 
trace them?

Consideration
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Never Mix Home, overt work 
and covert work
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Target 1

Target 2

Target 3

Target 4

Target 5

Bren

Dave

Sarah

Sam

Susan

Simon

Work

FAMILY

NEVER allow Work and 
Personal Online Space to 
connect, consider :

Å Accounts 
Å Connection 
Å Devices
Å Activity

Potentially making 
connections between 

home / family and friends 
/ locations and targets of 

Investigations 

FP ï2 ïOperation Seagull

FP ï1 ïOperation Sparrow



Areas for consideration in Digital
security 

Immediate vicinity risks, 
exposed by own actions and 

against devices carried

Near vicinity risks exposed 
by signals transmitted from 
devices and passage of data 
transmitted by devices also 
tracking of the individual by 

activity they conduct

Far vicinity risks exposed by 
activity within the internet, 
social media posts, cloud 
storage, covert activity etc.



Areas of Activity of risk

Activity connected to 
the Individual

Activity connected 
to devices used

Activity conducted whilst 
accessing the internet



Immediate Vicinity risks



Immediate Vicinity risks
linked to the individual

Who can see your 
device contents over 

your shoulder? 

Can others 
overhear your 
conversations?

Is your face being 
tracked by CCTV?  
Both on route to 
the venue and 

within the venue 
itself.

Can coverage be 
recovered by a 

hostile and used 
against you?

Are your 
devices or 

other property 
at risk of being 

snatched or 
stolen?

Are your devices, 
data or property at 

risk of damage?

Can messages sent 
to the device be 

seen?



Who can read 
ǿƘŀǘΩǎ ƻƴ ȅƻǳǊ 

device over your 
shoulder?



Be mindful of the third eye
ÅIf working anywhere outside your secure office premises 

consideration should be given to who can see what on your 
screen

ÅConsider use of privacy screens on laptop and desktop 
devices

Å/ƘƻƻǎŜ ǿƘŜǊŜ ȅƻǳ ǎƛǘ ǘƻ ǇǊŜǾŜƴǘ ǘƘŜ άǿŀƭƪ Ǉŀǎǘ ǾƛŜǿέ

ÅIf working from home, hotel room etc sit with your back to a 
wall

ÅPrevent casual view from family members, co-workers if 
working on sensitive material.



Privacy screens 
ŀǊŜƴΩǘ млл҈ 
effective!



Back to the window and walkway 
give opportunities for someone 

to view your screen

Casting screen to TV or large 
screen enables other to 

view your screen

Back to people coming in and 
walking around means you have 
no means of seeing if someone is 
listening or viewing your screen

Both positions offer 
clear view of the room 
and the people in it and 
prevent views of your 

screen

Potential for Intentional Electromagnetic Interference IEMI attack through windows



Hardware Security

How secure is your 
device if it is lost, stolen 

examined or cloned?



Hardware Security

ÅWhen deploying we need to be aware of hardware security and 
adversaries who may have physical access to our devices.

ÅHardware security is largely weak on client devices.

ÅWe want to:
ÅPrevent theft.

ÅPrevent tampering.

Personal Security



Preventing Theft

ÅCarry devices in not so obvious carriers.

ÅPhysical locks can be installed to prevent snatches.

ÅUse of hides in covert premises

ÅDonΩt leave devices in cars.

ÅCommonsense.

Personal Security



Preventing Tampering

ÅTampering of a device is a major possibility when 
travelling. 

ÅNot just limited to travel:

ÅUnattended offices.

ÅWith the right amount of money and resource most 
tamper proof technology can be defeated. 

Personal Security



Preventing Tampering

Personal Security



Preventing Tampering

ÅWhen forced to leave a device at say customs or in hotel room we 
need to be aware of physical tampering.

ÅSpecifically:
ÅForensic imaging ςcopying contents of your device.

ÅHardware implants ςModifying the hardware (think keyloggers).

ÅEvil Maids ςPeople installing software to defeat encryption. 

Personal Security



Preventing Tampering

ÅDonΩt travel with unnecessary technology or information.

ÅTake a bare install build of a device with you.

ÅClean disc, minimal software.

ÅTry and get your information somewhere else (donΩt 
carry it, try downloading it).

ÅWipe hardware when returning.

Personal Security



Preventing Tampering

ÅUse seals to identify if a device has been tampered with.

ÅSeals can be hardware based (expensive).

ÅSeals can be stuck on (void if removed).

ÅIf you cantuse proper seals use stickers across vulnerable parts such 
as screw holes.

ÅIf no stickers available use glitter nail polish and photograph.

Personal Security



Once placed on screw head nail polish can be 
assessed at any point by reviewing image on 

phone



Counter Forensics
Encrypting Devices



Personal Security, Data Encryption and Device 
security

Whatever Device or Data we have with us needs to be 
protected either through software / hardware 

encryption or physical tamper protection



Encryption of Device and Traffic

Imagine if your mobile phone / Tablet or Laptop was lost or stolen, what personal data is held on it ??

Photos

Messages

Social Media Accounts

Emails

Passwords

Sensitive Information

Financial Details

Location Details

All of these details = YOUR IDENTITY, or the beginning of somebody else new Identity !

Personal Security



Encryption of Device and Traffic

Why ?

All of the e-mail accounts, passwords, browsing history, and home 
address information stored in your phone /tablet or laptop makes 
it a one-stop shop for identity theft. Remote snoopers can grab 

unencrypted files even without your knowledge simply by walking 
ƴŜŀǊ ȅƻǳ ƛƴ ǇǳōƭƛŎΦ ²ƛǘƘ ŜƴŎǊȅǇǘƛƻƴ ŜƴŀōƭŜŘΣ ŀƭƭ ǘƘŜȅΩƭƭ ƎŜǘ ƛǎ 

random and meaningless data.

Personal Security



Encryption of Device and Traffic

Most mobile and Computer devices will allow for Device Encryption 

Device encryption helps protect your data by encrypting it. Only someone 
with the right encryption key (such as a password) can decrypt it.

Use 256bit AES Encryption software such as Bitlocker(Windows 10 Pro), 
FileVault(Mac Os), VeraCrypt, AxCrypt, DiskCryptor

VeraCryptDiskCryptorAXCrypt

Personal Security

https://www.veracrypt.fr/en/Downloads.html
https://diskcryptor.net/wiki/Main_Page
https://www.axcrypt.net/


Secure USB Drive

ÅWhat is a Secure USB Drive ?

ÅData Security

ÅWhy use a Secure USB Drive to store data ?

ÅWhat levels of Security do I need ?

ÅWhat Level / Type of Encryption ?

ÅExamples of Risks caused by not using Secure USB Drives



Secure USB Drive

ÅWhat is a Secure USB Drive ?

Ψ! ¦{. ŘǊƛǾŜ ǘƘŀǘ ǎǘƻǊŜǎ ŜƴŎǊȅǇǘŜŘ ŘŀǘŀΦ ¢ƘŜ ŜƴŎǊȅǇǘƛƻƴ Ƴŀȅ ōŜ ǇŜǊŦƻǊƳŜŘ ōȅ 
onboard Cryptochip, third-party encryption software or the software that comes 
with the drive. In all cases, the Hardware / software is configured to encrypt the 

Řŀǘŀ ōŜŦƻǊŜ ǿǊƛǘƛƴƎ ǘƻ ǘƘŜ ŘǊƛǾŜ ŀƴŘ ŘŜŎǊȅǇǘ ŀŦǘŜǊ ǊŜŀŘƛƴƎΩ

ÅSoftware Encryption ςSlow but affordable (Bit Locker, VeraCrypt, DiskCryptor

ÅHardware Encryption ςFast but Expensive (Self Destructing / Overwriting Data)



Secure USB Drive

ÅWhat Level / Type of Encryption ?

ÅAll Should now be AES256 ς256bit Advanced Encryption System

FIPS (Federal Information Processing Standard)

ÅLevel 1 - 256 bit or better

ÅLevel 2 - As Level 1 + Evidence of Physical Tamper

ÅLevel 3 ςAs Level 2 + Strong Physical enclosures and response to Tamper. 
(Plaintext Zeroed)

ÅLevel 4 ςAs Level 3 + Tamper Protection and Immediate deletion of data, 
Environmental protection (Protected circuitry) (Destruction of components on 
removal ςsuch as chip off)



Counter Forensics
Wiping Devices



Hard Drive Wiping

Formatting a hard drive will not erase the data, it removes the link within the index, or makes the data 
apparently Invisible.

THE DATA REMAINS ON THE HARD DRIVE

Data Recovery Software may return Formatted data to a viewable format

Data Destruction Software is required to completely clean the hard drive of Data

DBAN ςUses its own Operating System outside the target device and can be used on any system, 
windows or Mac etc

Dariks Boot and Nuke - Disk Wiper

Personal Security

https://sourceforge.net/projects/dban/


Before we wipe hard drives we should know 
what is on it!


