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Vehicle borne threats range from vandalism to sophisticated or aggressive 
attack by determined criminals or terrorists.  

   

Vehicles (such as cars, vans and lorries) are widely available, easy to acquire 
and use. Vehicles may be purchased, rented, stolen or hijacked by 
terrorists.  Consequently, driving a vehicle into crowds of people has been 
and remains an attack method used by terrorists.  

  

During a VAW attack, the terrorist is unlikely to comply with the rules of the 
road. Terrorists may park illegally just before the attack then speed, ignore 
traffic signals, drive on the wrong side of the road, mount footways and 
enter pedestrianised zones.  

  

However, as the intent is to harm as many people as possible during a VAW 
attack, they are less likely to drive in a manner that risks ending the attack 
prematurely: rendering the vehicle unusable or seriously injuring 
themselves. Consequently, the terrorist may tend to avoid obstacles, 
including relatively insubstantial ones.   

  

In general, VAW attacks have been the first part of a layered attack. The attacks frequently begin on public roads with 
little or no warning and are often followed by a wider firearms or bladed weapon attack.  

  

The end of a VAW attack may look similar to a road traffic incident: the vehicle losing control and crashing into 
barriers, buildings, street furniture or other vehicles. Individuals may approach the vehicle to help the occupants, 
inadvertently becoming targets for a follow-on bladed weapon or firearms attacks. 

  
The information contained in this document is accurate as at the date it was created. It is intended as general guidance only and you should not rely on it. This information should be adapted for use in the specific circumstances 
required and you should seek specialist independent professional advice where appropriate before taking any action based on it. To the fullest extent permitted by law, CPNI accept no liability whatsoever for any loss or damage 
incurred or arising as a result of any error or omission in the guidance or arising from any person acting, relying upon or otherwise using the guidance. Full terms and conditions governing the use of this guidance are available on 

our website at www.cpni.gov.uk.  
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The risk to pedestrians from Vehicle 
  As a Weapon (VAW) attack  

remains a  r ealistic 
  possibility during the COVID -  pandemic. 19 

      

  

COVID safety  arrangements 
  employed by organisations at the 

  

entrances to  premises or events  can  include  managing  social  

distancing,  hygiene measures,  track and trace r egistration and  

temperature checks.  
  This can lead to  queues of people building up  

in vulnerable areas. 
  

  

This advice note outlines the VAW threat and provides guiding and  

technical principles on how  to  reduce the risk to queuing people. 
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  CPNI Advice Note:    PUBLISH DATE:  CLASSIFICATION:  

T o minimise the risk to queues of people, organisations can take practical and achievable  steps 
  to  reduce the likelihood  

and  outcome 
  of a 

  Vehicle As a Weapon Attack.  The range of options highlighted below provide varying levels of  

protection and residual r isk.   
  Further advice  

  can be sought from loca  Police Counter Terrorism Security Advisers (CTSAs).  l 
    

 

Guiding Principles 
    

    
  
  Management  

    

• 
  Identify and prioritise hazards and threats. 

  

• 
  Assess the risks.    

• 
  Develop risk mitigation strategy. 

  

• 
  Implement and manage. 

  

  

Publish Entry Procedures  
  

• 
  Publishing information about  entry procedures will enable people to prepare in advance and know what to expect.  

This will increase the speed and efficiency of people͛s progress through the process and hence reduce queues͘ 
  

• 
  B e 

  security minde d 
  when producing 

  online and local messaging, including signage , 
  be 

  mindful of how  

detailed information can be  very useful to those with hostile intent  ʹ  
  giving credible, detailed  

information that could identify an attractive target about queue locations, times and number of  

people or even security arrangements. 
      

• 
  Vigilant security behaviour will show any  hostile individual watching that it͛s not just security guards  

and CCTV they need to worry about.  Alert employees a nd visitors  are just as likely to spot suspicious  

activity and report it.  
  

• 
  Raise awareness of the full range of security risks to the public through staff briefings (which could include the  ACT  e - 

learning packag e . 
  

  

Efficient Entry Procedures  
  

• 
  Creating an efficient entry procedure 

  will  enhance the ͚customer experience͛ and  enable people to enter more quickly  

and thereby reduce the size of any queue. 
     

o 
  On - line booking or visitor registration; 

  

o 
  Ensure staff are trained in all aspects of the entry procedure and are  

motivated to  support and encourage people through the process ; 
  

o 
  Staff should be vigilant and  be trained in how to respond to an  

incident; 
  

o 
  Timed arrivals; 

  

o 
  Staggered arrival times; 

  

o 
  Fast track and trace registration and temperature check processes; 

  

o 
  In creasing the  number of entry points; 

    

o 
  Ensure clear separation or demarcation of entry and exit points. 

  

o 
  Increasing the number of temperature screening and registration points; 

  

o 
  Rationalising and improving search and screening processes; 

  

o 
  Combine some of the above procedures. 

  

Risk Management: Assess safety and security risks 

Publish Entry Procedures. 

Efficient Entry Procedures. 

Minimise & Optimise Queueing. 

Protect queues. 

https://www.gov.uk/government/publications/counter-terrorism-support-for-businesses-and-communities/working-with-counter-terrorism-security-advisers%23contact-your-ctsa
https://www.gov.uk/government/publications/counter-terrorism-support-for-businesses-and-communities
https://www.gov.uk/government/publications/counter-terrorism-support-for-businesses-and-communities/working-with-counter-terrorism-security-advisers%23contact-your-ctsa
https://www.cpni.gov.uk/system/files/documents/93/4f/Security%20Minded%20Comms-%20Virtual%20Tours%20Guidance%20V3.pdf
https://www.cpni.gov.uk/system/files/documents/93/4f/Security%20Minded%20Comms-%20Virtual%20Tours%20Guidance%20V3.pdf
https://www.cpni.gov.uk/system/files/documents/93/4f/Security%20Minded%20Comms-%20Virtual%20Tours%20Guidance%20V3.pdf
https://www.cpni.gov.uk/system/files/documents/93/4f/Security%20Minded%20Comms-%20Virtual%20Tours%20Guidance%20V3.pdf
https://www.cpni.gov.uk/system/files/documents/93/4f/Security%20Minded%20Comms-%20Virtual%20Tours%20Guidance%20V3.pdf
https://ct.highfieldelearning.com/
https://ct.highfieldelearning.com/
https://ct.highfieldelearning.com/
https://ct.highfieldelearning.com/
https://ct.highfieldelearning.com/
https://ct.highfieldelearning.com/
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Queue Location   

• Queues should not be positioned near live traffic i.e. roads. If they have to be, position away from 
the kerb edge.   

• With sufficient justification, some Local Authorities may be amenable to temporarily reducing 
speed limits and introducing temporary traffic calming measures.  

• Queues should be within the curtilage of the site or event.  

• Queues should be positioned behind fences, gates, walls etc as these offer some protection.  

• Move queues to areas where vehicles don͛t normally access͖  

• Reducing vehicles in the areas of queues will make it safer for pedestrians.  

• Close off vehicle access to shared spaces when queues are present.  

• In car parks, create a pedestrian safety zone by preventing or limiting vehicle parking next to queues of people. 

• Consider enforcing ͚no parking͛ as far away from the queues as possible with traffic cones͕ temporary pedestrian rails or 
more robust barriers.  

• If possible, introduce reduced speed limit and temporary traffic calming 
measures.  

• Work with near neighbouring premises to develop a plan for queues.  

• Observe the queue behaviour to understand what works and what needs 
improving.  
 

Queue Structure   

• Avoid creating long queues. 

• Place ͞Do not join the queue͟ signs when its length or position increases the risk to people͘  

• Where possible, orientate the queues so people can see hazards or dangers approaching.  

• Consider a secondary marshalling area if required.  Marshalling can help enforce queue structure, length, social 
distancing and provide additional vigilance and response to an incident  

• Fast dispersal / escape routes for pedestrians should be considered when setting out your queue.  

• Where possible and whilst factoring in the need for social distancing and not impeding pedestrian flow on the footway:  

o Orientate queues so they are at right angles to potential vehicle attack routes. 

o Avoid orienting queues in the same direction as potential vehicle attack routes. 

o Positioning queues near or in between street furniture can provide some protection. 

 

Queue Protection   

• In the first instance queues should be positioned behind existing rated vehicle security 
barriers (IWA14-1 & PAS68).  

• The presence of street furniture (e.g. bus stops, signage posts, seating, telephone boxes, 
fences, walls, gates and trees) should be viewed as an opportunity to offer some 
protection.   

• Street furniture should not be removed but could be re-located to enhance queue 
protection.  Do NOT remove any security features / useful street furniture items without 
considering protective security.  

• Footway widening into the carriageway: 

o If implemented then it should incorporate temporary rated vehicle security barriers 
(IWA 14-1, PAS 68, CPNI VADS or road safety barriers) to ensure people in the vicinity are afforded some protection. 

o Where the above measures cannot be deployed, barriers that are clearly visible and provide a demarcation will be 
essential. 

o Under Section 115E of the Highways Act 1980, Traffic Authorities should also be asked if the hard measures require 
licensing͘ If deployed on the public carriageway͕ traffic signage should conform to the Department for Transport͛s 
The Traffic Signs Regulations and General Directions 20167. Adequate lighting should illuminate the deployment 
location so that pedestrians and drivers can see the barriers and signage.  

o Where long or multiple queues form, consider deploying vehicle barriers (refer above) along the footway to disrupt 
a vehicle being able to drive down its length.  

http://www.iso.org/iso/catalogue_detail.htm?csnumber=64736
http://www.iso.org/iso/catalogue_detail.htm?csnumber=64736
http://www.iso.org/iso/catalogue_detail.htm?csnumber=64736
http://www.iso.org/iso/catalogue_detail.htm?csnumber=64736
http://shop.bsigroup.com/ProductDetail/?pid=000000000030273707
http://shop.bsigroup.com/ProductDetail/?pid=000000000030273707
http://shop.bsigroup.com/ProductDetail/?pid=000000000030273707
https://www.cpni.gov.uk/cse-chapter-hvm-delay-rated
https://www.cpni.gov.uk/cse-chapter-hvm-delay-rated
https://www.cpni.gov.uk/system/files/documents/b8/1f/Barrier%20Comparison%20Leaflet,%20CPNI%20Template_V5.pdf
https://www.cpni.gov.uk/system/files/documents/b8/1f/Barrier%20Comparison%20Leaflet,%20CPNI%20Template_V5.pdf
https://www.cpni.gov.uk/system/files/documents/b8/1f/Barrier%20Comparison%20Leaflet,%20CPNI%20Template_V5.pdf

