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Disclaimer  

Reference to any specific commercial product, process or service by trade name, trademark, 
manufacturer or otherwise, does not constitute or imply its endorsement, recommendation, or 
favouring by CPNI.  The views and opinions of authors expressed within this document shall not 
be used for advertising or product endorsement purposes. 

To the fullest extent permitted by law, CPNI accepts no liability for any loss or damage 
(whether direct, indirect or consequential and including, but not limited to, loss of profits or 
anticipated profits, loss of data, business or goodwill) incurred by any person and howsoever 
caused arising from or connected with any error or omission in this document or from any 
person acting, omitting to act or refraining from acting upon, or otherwise using, the 
information contained in this document or its references. You should make your own 
judgement as regards use of this document and seek independent professional advice on your 
particular circumstances. 
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LƴǘǊƻŘǳŎǘƛƻƴ 

The aim of this guidance 

This document provides guidance to staff within organisations who undertake document 

verification as part of the Pre-Employment Screening process, in particular those confirming 

identity or checking supporting documentation as part of Pre-Employment Screening checks.  It 

highlights the main security features present in a number of documents and the main methods 

used to forge such documents.  It should assist staff in the detection of basic forgeries. 

However, this guidance will not provide staff with the skills to detect all forgeries, particularly those 

which have been produced using highly professional and sophisticated techniques.  Nor is it 

ƛƴǘŜƴŘŜŘ ǘƻ ǊŜǇƭŀŎŜ ŀƴ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ŜȄƛǎǘƛƴƎ ŘƻŎǳƳŜƴǘ ǾŜǊƛŦƛŎŀǘƛƻƴ ǇǊƻŎŜǎǎΣ ōǳǘ ǊŀǘƘŜǊ ǘƻ ǇǊƻǾƛŘŜ 

information on good practice. 

Most of the examples in this guidance relate to passports, driving licences and identity cards 

(including the Biometric Residence Permit).  The forgery techniques outlined are relevant to all 

types of documents e.g. university certificates. 

We are grateful for the support and help provided by the National Document Fraud Unit and the 

Driver and Vehicle Licensing Agency (DVLA) in putting together this guidance.  All images are owned 

and supplied by them. 

This document should be read in conjunction with /tbLΩǎ Pre-Employment Screening: a good 

practice guide, which can be downloaded from www.cpni.gov.uk. 

  

http://www.cpni.gov.uk/
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5ƻŎǳƳŜƴǘ ǾŜǊƛŦƛŎŀǘƛƻƴ 

Document verification is the process of ensuring that documents presented by prospective 

employees are genuine and that the holder is the rightful owner.  It is an integral part of the Pre-

Employment Screening process.  Staff responsible for checking documents should have the 

knowledge and tools to be able to confirm the authenticity of documents, and identify basic 

forgeries. 

It is important that your document verification processes are integrated within your wider Pre-

Employment Screening policies. 

Recruitment process 

The document verification process should be explained to all applicants as part of the recruitment 

process (in the application pack or online).  It should highlight which documents are requested and 

why e.g. to guard against identity fraud and forgery.  You should stress how important document 

verification is to your organisation and that you may seek to confirm the authenticity of relevant 

documentation.  This may deter applicants who might apply using forged documentation. 

You should also make it clear that applicants who cannot provide the required documentation will 

not be employed (except for cases where a reasonable explanation can be provided), particularly 

where their right to work in the UK must be verified. 

Training 

You should consider the training needs of staff who check documents, i.e.: 

¶ how much knowledge/experience do they already have? 

¶ what sort of training might they require? 

¶ how frequently should this training be refreshed? 

¸ƻǳ Ƴŀȅ ǿƛǎƘ ǘƻ ŘŜǎƛƎƴŀǘŜ ŀ ǇŀǊǘƛŎǳƭŀǊ ƳŜƳōŜǊ ƻŦ ǎǘŀŦŦ ŀǎ ǘƘŜ ƛƴǘŜǊƴŀƭ ΨŜȄǇŜǊǘΩ ƻƴ ŘƻŎǳƳŜƴǘ 

verification.  They could be responsible for ensuring all training needs are met, and for monitoring 

developments in documents and detection techniques.  They could also act as the first point of 

contact for colleagues who raise concerns about any documentation. 

You may decide to seek training, either from CPNI or the police (see the chapter on where to get 

help) or from a private sector supplier.  You may also wish to develop your own internal training 

programme.  This may include the opportunity for staff to practise examining documents ς such as 

their own passports or driving licences ς to ensure your processes are practicable and understood.  

You could discuss previous examples of document concern, and how you dealt with the situation. 
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Take Another Look: ID Verification1 

This short film ƘƛƎƘƭƛƎƘǘǎ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ǾŜǊƛŦȅƛƴƎ ŀ ǇŜǊǎƻƴΩǎ ƛŘŜƴǘƛǘȅ ŀƴŘ ǘƘŜ ŀǳǘƘŜƴǘƛŎƛǘȅ ƻŦ 

their documents as part of the recruitment process.  It also serves as a refresher for those who 

have undertaken identity and document verification training.  If you would like a copy of the film 

and an accompanying desk-top checklist, please email IDENTITY@cpni.gsi.gov.uk. 

Equipment 

You should consider whether your processes require the use of verification tools.  Both magnifiers 

and ultraviolet (UV) light sources are easy to obtain and can enhance your ability to detect 

fraudulent documentation.  However, the use of this equipment will only be effective if users have 

a sound understanding of the document and its safeguards. 

Magnifiers ς standard handheld magnifying glasses (strength of x8 or greater) can be useful when 

examining documents for photo substitution (i.e. dirt around the photo or misalignment of 

safeguards which overlap from the page to the photo), miniprint and microprint (see the next 

chapter). 

UV light sources ς hand-held UV lights and desk-top UV lamps are useful tools for determining 

whether documents and their UV safeguards are genuine. 

Document checking 

It is essential that all documents are examined thoroughly.  Documents must initially be checked in 

the presence of the individual presenting them; a more detailed check can then be undertaken 

away from the individual.  It may be helpful to design a checklist (see the example at Appendix 2) to 

ensure all aspects of the document are examined.  You may decide that each document will not be 

ΨǎƛƎƴŜŘ ƻŦŦΩ ǳƴǘƛƭ ŜŀŎƘ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ checklist has been completed. 

Light sources 

Documents and their security features can be viewed using the following: 

¶ Oblique light ς light from the side, falling at a shallow angle, which reveals the surface 

structure of an object through contrasts of light and shade.  Can be used to inspect 

embossing stamps, intaglio printing and latent images (see the next chapter). 

¶ Transmitted light ς light shining through the object being viewed.  The object viewed is 

placed between the eye and the light source. 

¶ UV light ς used in document verification to analyse substrate brightness, fluorescence and 

other features, as well as document tampering. 

 

                                                      
1
 EVCOM (Event and Visual Communication Association) Screen Awards 2015 ς Best Documentary 

mailto:IDENTITY@cpni.gsi.gov.uk
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Concerns 

If you have concerns about a document, you should first ensure all other aspects of the document 

are checked before you take the matter further.  You should then seek professional advice on travel 

documents (see the chapter on where to get help).  For other documents, you should contact the 

originating organisation. 

Ideally, you should seek further advice before you return the document to the individual.  The 

advice you receive may be able to resolve the issue.  If it is not possible to seek a second opinion, 

proceed with caution and raise your concerns with the applicant asking them whether they can 

provide an explanation.  You should inform them that you are following standard procedures for 

the verification of documents.  You should not place yourself or any colleagues in any danger. 

Scanning or photocopying the relevant documents may be sufficient to conduct further 

investigations (e.g. concerns with the type face on the biodata page of a passport).  However, you 

may need to ask the applicant to return with the original document which can then be examined by 

an expert or someone more experienced. 

LŦ ȅƻǳ ŀǊŜ ǳƴŀōƭŜ ǘƻ ǊŜǎƻƭǾŜ ȅƻǳǊ ǎǳǎǇƛŎƛƻƴǎΣ ȅƻǳ ǎƘƻǳƭŘ ƴƻǘ ŎƻƴǘƛƴǳŜ ǿƛǘƘ ǘƘŜ ŀǇǇƭƛŎŀƴǘΩǎ 

recruitment.  You should document all your dealings with the applicant (i.e. telephone calls, emails, 

letters etc.) and other relevant parties. 
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{ŜŎǳǊƛǘȅ ŦŜŀǘǳǊŜǎ 

The examples of the security features in this section can be found in many passports, identity cards 

and driving licences issued internationally, but designs will vary. 

Substrate security features 

A substrate is the material from which the documents are made.  Traditionally, the substrate in 

passports and identity cards has been paper, into which many features have been incorporated to 

protect the document against counterfeiting and forgery.  However, a polycarbonate (hard plastic) 

substrate can also be used for the biodata page and photocard driving licences and identity cards.  

Security features contained within the substrate can include: 

Base fluorescence 

Passports and identity cards are made from high quality security paper.  This is designed to have a 

low-base fluorescence (i.e. not react brightly) when exposed to UV light.  Lower quality paper (used 

frequently by forgers and counterfeiters) tends to fluoresce to a greater extent under UV light. 

  
Examples of a genuine (left) and counterfeit (right) Slovakian identity card to show fluorescing of counterfeit 

substrate 

Watermarks 

A watermark is created during the manufacture by variations in the thickness of the paper, and can 

be viewed using transmitted light.  A genuine watermark should consist of subtle changes in tone 

and both lighter and darker areas.  It should never react under UV light. 

 
Watermark through transmitted light 
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Security fibres 

Security fibres appear in random patterns across the paper.  They can be visible to the naked eye, 

or fluorescent when exposed to UV light. 

 
Security fibres under normal and UV light source in the UK passport first issued in 2010 

Security printing techniques 

The printing methods used in a number of documents can also contain a number of security 

features.  These include: 

Rainbow printing 

Colours are merged subtly into each other, resulting in a gradual colour change. 

Miniprint and microprint 

These are lines or motifs consisting of very small letters or numbers that are barely perceptible to 

the eye.  Miniprint may be discerned with the naked eye, but can be viewed more clearly with 

magnification.  Microprint will often require the use of magnification. 

Intaglio printing 

Intaglio is a printing process which results in the ink having a raised and rough feel which can be felt 

by running a finger over the paper.  Intaglio printing can be found on the inside cover of many 

passports.  It will often include a number of intricate designs and miniprint or microprint. 

Latent image 

This technique is applied using an intaglio process.  The printing technique used means that the 

pattern can only revealed by viewing the page using oblique light. 



 
 

9 
 

  
Intaglio printing viewed face on Latent image (2006 UK passport) 

(UK passport first issued in 2006) 

Optically variable ink (OVI) 

This is a printing ink containing microscopic pigments which result in strong variations in colour 

when the document is manoeuvred.  OVI can be used in intaglio printing or in images in documents. 

See-through registers 

These are images printed to create an accurate front-to-back register.  Designs or partial motifs are 

seemingly printed at random on the front and back of the substrate, but they match up perfectly to 

form a complete motif when light is shown through the substrate. 

 
See-through register featured in the 2010 UK passport 

Secondary (ghosted) images 

Found in some passports and driving licences, these can be applied using the same printing process 

for primary facial images or by different processes, for example: 

¶ Laser perforation ς viewed under transmitted light. 

¶ Fluorescent overprint ς invisible under normal light but can be viewed under UV light. 

¶ LetterScreen ς the image is made up of a microprint ǎǳŎƘ ŀǎ ǘƘŜ ƻǿƴŜǊΩǎ ƴŀƳŜΣ ŘŀǘŜ ƻŦ ōƛǊǘƘ 

or document number. 
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Example of LetterScreen on the observations page of the 2010 UK passport 

Gold blocking 

Gold blocking consists of a real gold leaf stamped hard into the cover of the passport.  Genuine gold 

blocking will be of high quality and fine detail.  When assessing gold blocking it is important to 

proceed with caution as the gold blocking in older passports can fade due to wear and tear.  In 

general, gold blocking in recently issued passports should be less faded.  Potentially suspicious gold 

blocking is not conclusive.  However, it should prompt closer inspection of the rest of the 

document. 

Laser perforated designs 

On some passports, there are very fine laser perforated designs which can be seen by holding the 

biodata page up to the light.  This feature, known as DestriPerf®, can be seen on the editions of the 

UK passport first issued in 1998 and 2006, for example. 

  
Two photos of DestriPerf® on the biodata page of the UK passport first issued in 2006 ς the one on the left is 

face on, the one the right is using transmitted light 
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Needle and laser perforation 

In many passports, the serial number is perforated through the substrate.  This is achieved by one 

of the following methods: 

¶ Needle perforation ς a regular, matrix-type arrangement of circular, equal sized holes.  

Ridges can be felt on the reverse of the substrate. 

¶ Laser perforation ς where a laser is fired through the substrate.  Typical features of laser 

perforation include: 

o traces of burning around the holes; 

o the size of the holes decreases when the passport is viewed from the front to the back; 

o the designs of the holes can include different shapes. 

  
Examples of needle perforation (left) and laser perforation (right) 

Optical variable devices (OVDs) 

OVDs are iridescent images that exhibit various optical effects such as movement or colour 

changes.  They cannot be copied or scanned, nor can they be replicated or reproduced to a high 

standard.  Two common types of OVDs are holograms and Kinegrams®. 

Kinegrams® are rich in colour and contain fine definition, including extra small print.  They must be 

manoeuvred to be viewed in their entirety. 

 
Image of hologram featured on the Spanish driving licence photocard 
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Lamination 

Standard laminate ς this is a sheet of clear plastic which can incorporate visible and invisible 

safeguards. 

Laminates with OVDs ς examples are all current editions of the UK passport where a clear plastic 

ƭŀƳƛƴŀǘŜ ŦŜŀǘǳǊƛƴƎ ŀ ǘǊŀƴǎǇŀǊŜƴǘ h±5 ǇǊƻǘŜŎǘǎ ǘƘŜ ƘƻƭŘŜǊΩǎ ŘƛƎƛǘŀƭ ƛƳŀƎŜ and biographical data. 

 
Image of laminate with OVD from the 2010 UK passport 

Some laminates include a rip-cut effect ς these are weak points incorporated into the laminate.  

The laminate will rip if it is manipulated. 

Basic photograph authentication 

This refers to any feature added at the time of issue, usually as a means of deterring the removal of 

the photograph of the holder.  An example of this is an embossed stamp (dry seal). 

 
Image of embossed stamp 
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UV light 

Most passports and identity documents contain safeguards which can only be seen with a UV light.  

UV features have become more sophisticated with each new issue of passport, travel document, 

driving licence etc., and random fibres will often fluoresce under UV light.  Care should be taken as 

these safeguards can be simulated.  However, if they are missing altogether it is likely that 

something is wrong with the document. 

Fluorescent features visible under UV light include: 

¶ Security fibres ς see above; 

¶ Ink ς used to print both text and motifs; 

¶ Overprint ς seen on many laminates in passports on the biographical data page and on 

identity cards and driving licences, typically covering tƘŜ ƘƻƭŘŜǊΩǎ ǇƘƻǘƻƎǊŀǇƘ ŀƴŘ ǇŜǊǎƻƴŀƭ 

information to protect against manipulation.  Not to be confused with fluorescent ink; 

¶ Planchettes ς small coloured discs mixed into the substrate during manufacture.  Can also be 

viewed under normal light; 

¶ Security thread ς a thin strip of plastic, metallic or other material embedded or partially 

embedded in the substrate during manufacture; 

¶ Stitching thread ς used to hold the pages of a passport together. 

 
UV overprint on the laminate covering the biodata page in the 2010 UK passport 

Page numbering 

When inspecting a passport, you should check that none of the pages is missing, and the page 

numbers run in sequence.  In passports, the page numbers can be viewed in background print, 

watermarks and under UV light. 

Optical character recognition (OCR) 

Many passports internationally contain a series of machine readable characters on two rows along 

the length of the biodata page of the passport.  The font used for these characters is defined by the 

International Civil Aviation Organisation (ICAO).  This font has a number of distinct attributes.  For 

ŜȄŀƳǇƭŜΣ ǘƘŜ ƴǳƳōŜǊ ΨǘƘǊŜŜΩ Ƙŀǎ ŀ ŦƭŀǘΣ ŀǎ ƻǇǇƻǎŜŘ ǘƻ ŀ ŎǳǊǾŜŘΣ ǘƻǇ ƭƛƴŜ ŀƴŘ ǘƘŜ ƴǳƳōŜǊ ΨŦƻǳǊΩ Ƙŀǎ ŀ 

broken vertical line.  A check of these two digits on any passport should help to identify any 

potential concerns. 








































