Supply Chain
Security Considerations
DUE DILIGENCE

Your supply chain exposes your business to damaging security threats. Conduct security due diligence on all existing and
prospective suppliers to assess how trustworthy or vulnerable to compromise they are. Below are some sample security due
diligence questions you can use to evaluate your suppliers.
As part of the decision to outsource, you should assess the impact on your business if your supplier is compromised. Use
that assessment to assign a security level to the acquisition. The red-amber-green impact model below is one way to do this.
The colour coding next to the questions shows you which questions to ask based on the security level you have assigned.

Security
Level

TIER 1
Low impact in the event of a breach

TIER 2
Moderate impact in the event of a breach

TIER 3
High impact in the event of a breach

For more details on security levels, see the Decision to Outsource section of Protected Procurement
for Practitioners available at www.cpni.gov.uk/protected-procurement-practitioners

Supply Chain Security Considerations Due Diligence

If outsourcing to an organisation based in another country, associated with another country,
or otherwise under another country’s jurisdiction:
• Have you considered the implications in UK law of offshoring (for example, GDPR)?

• Have you considered where the country appears on the Transparency International
Corruption Perceptions Index? CPI – Transparency.org

• Do you understand the laws the organisation is bound by regarding the handling
and storage of IP and data?

• Do you understand the national security laws the organisation is bound by, and
whether the state could compel organisations under their jurisdiction to provide
access to information on request?

• Does the state within which they operate adhere to an open, rules-based approach
to international business?

• Have you identified any links to military or police with links to states of concern?

Is the organisation linked to people or entities that are designated on the UK sanctions list?
The UK sanctions list - GOV.UK (www.gov.uk)

Are there any issues or concerns associated with this organisation held within your own
corporate knowledge?

Are the individuals you want to do business with free from state ownership, direction,
or intervention?

Is there any indication that the individuals you want to do business with are engaged with
high-risk political activities that might cause them to be a target?

For more information and advice on supply chain security, visit www.cpni.gov.uk/protected-procurement
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Disclaimer: This guide has been prepared by CPNI and is intended as general
guidance only and you should not rely on it. This document is provided on an
information basis only, and whilst CPNI has used all reasonable care in producing
it, CPNI provides no warranty as to its accuracy or completeness.
To the fullest extent permitted by law, CPNI accepts no liability whatsoever for
any expense, liability, loss, damage, claim, or proceedings incurred or arising as
a result of any error or omission in the report or arising from any person acting,
refraining from acting, relying upon, or otherwise using the report. You should
make your own judgment with regard to the use of this document and seek
independent professional advice on your particular circumstances.

