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The aim of this guidance
This aim of this guidance is to introduce the concept of Security-Minded Communications (SMC) and encourage
organisations to use communications to help protect themselves, their staff and visitors from hostile acts.

Background
A hostile is a person who wants to attack or disrupt an organisation for profit or to make a political or ideological
point. Hostiles can be terrorists, organised criminals, those using illegal protest activity or threats from other states.
SMC can be used to make a hostile believe that if they were to choose your organisation, venue or event as a place to
target, they will almost certainly fail.
SMC is an approach developed by the Centre for the Protection of National Infrastructure (CPNI). It has been informed
by an extensive research programme and can help to equip organisations, venues and events with the ability to use
communications as part of their protective security measures.
It is designed to disrupt hostiles during the reconnaissance stage of their attack planning, making it less likely that they
will choose your organisation, venue or event as a target for an attack. There are several reasons why we encourage
organisations, venues and events to adopt SMC:

_1

It can be quick and easy to put in place

_2

It is another layer of security at no or low cost

_3

It can enhance customer service by making your customers and visitors feel safe

_4

It can reduce potential vulnerabilities

_5

It can be integrated into existing security and communication plans

_6

It can deny the hostile access to information that they require for attack planning

Your communications have the potential to provide a very effective layer of protective security, at little or no
additional cost. By adopting a security-minded approach to your communications, you can deny the hostile valuable
information they require in the attack-planning stage, while also reassuring your genuine visitors. SMC is easy to
understand, and can be used by anyone in an organisation, not just security professionals, to enhance the
effectiveness of security arrangements.
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Research
Hostiles may have differing objectives but CPNI have identified similarities in their planning approaches. Research
shows that there are three stages in a hostile’s attack planning:
_1

Target identification

_2

Detailed planning

_3

Planning confirmation and action

A key part of the first two stages is hostile reconnaissance. CPNI defines hostile reconnaissance as ‘purposeful
observation with the intention of collecting information to inform the planning of a hostile act against a specific
target’. A hostile doesn’t necessarily have to physically visit a site to obtain the information they require. They can use
online resources to gather useful and current information from credible sources.
Looking at communications through the eyes of a hostile can be the most effective way of understanding hostile
behaviour. CPNI research has found that communications from and about an organisation, venue or event can
encourage or discourage hostile planning activity.
Hostiles were encouraged if:

1.
2.
3.
4.

Detailed information revealed exploitable weaknesses in security.
Security did not appear to be a priority for the organisation.
There was a lack of evidence of physical security measures.
The website had a bland cookies policy.

Hostiles were discouraged if:

1.
2.
3.
4.
5.

A lack of information meant they could not confirm or deny assumptions.
They could not ascertain detail on organisational structures or personalities.
A lack of imagery prevented virtual reconnaissance of the physical location.
The cookies policy included logging a user’s IP address, pages visited and keywords used.
Security is promoted and seen as a priority.

SMC encourages you to use these research findings to deny the hostile access to information they need to target your
organisation, venue or event. You also have the opportunity to exploit and exacerbate their feelings of anxiety and
paranoia, making them feel that if they target your organisation they will almost certainly fail.
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Next steps
CPNI has created a range of SMC tools and guidance to support you through the SMC process. For access to this
material, please get in touch with CPNI using the email address at the bottom of this page. In the meantime, when
creating communications, you should consider the following points:
_1

What do I need to communicate?

_2

How can I use this opportunity to seed messages that would deter a hostile?

_3

How can I ensure I provide information without giving away details that might be useful to a hostile?

_4

If I need to publish sensitive information, can I also promote security measure that are in place?

You can also take the following steps:
Ensure your website has a robust and up-to-date cookies policy and privacy statement so that a hostile will
know that you record details about their use of your website, such as their IP address.
Ensure your website includes a dedicated safety and security page that highlights the range of security
measures that are in place at your location (without giving away details that could be useful to a hostile). You
should only promote the security measures that are actually in place.
Audit your communications and make sure you are not accidently giving away information that might be
useful to a hostile, like accurate maps / floor plans or exact visitor numbers or busy and quiet times.
Use social media, press releases and other communications to flag that security is in place at your site but do
not reveal detail that would be beneficial to a hostile.
Think about imagery. Are you showing the location and type of CCTV installed at your site or inadvertently
providing information about staff passes? If so, remove or edit the image.
Encourage vigilant security behaviour amongst your staff by using the CPNI Employee Vigilance Campaign.
You can also access additional SMC guidance, and information about disrupting hostile reconnaissance.
Demonstrate that your staff, customers and visitors are encouraged to be vigilant by supporting Counter
Terrorism Policing’s ‘Action Counters Terrorism’ (ACT) vigilance campaign, available on Protect UK*
Finally, you can take steps to mitigate the impact of an attack by preparing a crisis communications plan. CPNI has
partnered with the Chartered Institute of Public Relations (CIPR) to deliver best practice guidance for communications
professionals on the preparation and management of threats from hostile actors
To understand the full scope of the SMC process, you should contact CPNI via your dedicated CPNI advisor or at
persec@cpni.gov.uk and request information on training and additional guidance. You can also request SCaN for
Communications Professionals training through your CTSA or SCaN trainer.
* Research shows that one of the most effective things you can do to deter hostile activity is to demonstrate that your staff, customers and visitors are encouraged to be, and are, vigilant; and that they know how to
report anything that doesn’t feel right. We also know that one in three people want to know more about what is being done to keep them safe by organisations and event organisers. Counter Terrorism Policing’s
‘Action Counters Terrorism’ (ACT) vigilance campaign can help. A campaign toolkit is available on Protect UK. It contains adverts that you can use on digital screens; posters you can print and display; images, videos
and wording for social media posts; and content for your internal channels and website. By supporting this campaign, you can help to deter hostile activity and reassure your staff, customers and visitors that their
safety is your priority.
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Reference to any specific commercial product, process or service by trade name, trademark, manufacturer, or
otherwise, does not constitute or imply its endorsement, recommendation, or favouring by CPNI. The views and
opinions of authors expressed within this document shall not be used or advertising or product endorsement purposes.
To the fullest extent permitted by law, CPNI accepts no liability for any loss or damage (whether direct, indirect or
consequential and including, but not limited to, loss of profits or anticipated profits, loss of data, business or goodwill)
incurred by any person and howsoever caused arising from or connected with any error or omission in this document or
from any person acting, omitting to act or refraining from acting upon, or otherwise using, the information contained
in this document or its references. You should make your own judgement as regards use of this document and seek
independent professional advice on your particular circumstances.
The text of this publication may not be reproduced, nor may talks or lectures based on material contained within the
document be given, without written consent from the Centre for the Protection of National Infrastructure (CPNI).

Disclaimer

Freedom of Information Act (FOIA)

The information contained in this document is
accurate as at the date it was created. It is
intended as general guidance only and you
should not rely on it. This information should
be adapted for use in the specific
circumstances required and you should seek
specialist independent professional advice
where appropriate before taking any action
based on it. To the fullest extent permitted by
law, CPNI accept no liability whatsoever for
any loss or damage incurred or arising as a
result of any error or omission in the guidance
or arising from any person acting, relying upon
or otherwise using the guidance. Full terms
and conditions governing the use of this
guidance are available on our website at
www.cpni.gov.uk.

This information is supplied in confidence to the named
reader and may not be disclosed further without prior
approval from CPNI. This information is exempt from
disclosure under the Freedom of Information Act 2000
(FOIA) and may be exempt under other UK information
legislation.

